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APONNEP

YenoBeK, KOTOPbLIN MCMONb3YET CBOU
KapTbl 419 06Hann4YnMBaHMA UNn
TpaH3uTa (ganbHenLwWwen oTNpPaBKM)
NOXULLEHHbIX OEeHEXHbIX CPEACTB
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NONYNAPHbLIE CNOCOBLI BbIBOAA AEHET

O6HannuymnBaHme,
AKKYMYTMPOBAHMNE KPYMHbIX
OEHEXHbIX CYyMM,

C nocnenytouemn NoOKynKomn
KPVNTOBaMOThI

(B3HOC AeHeXKHbIX CPeacTB Ha KapTy

O6HannumnmBaHMe KPYnHbIX
OEHEXHbIX CYMM, TPAHCNOPTUPOBKA
B APYron pPernmoH n B3HOC

Ha «4UCTbIM» MNNACTUK, Aanee
Me)XbaHKOBCKKe nepeBobl

Mepesoa B KPUATOBANIOTY A/ [lepeBoa B KpMNTOBAMOTY
Ccpa3y C KapTbl NOTepnesLlero N C «4UCTOro nNnacTuKan»
(c Tak Ha3bIBaeMoro
«FPA3HOMO» NNACTMKa) Opona, paHee He y4acTBOBABLUYIO
B COMHUTENbHbIX onepayumax)
\ \/ \

O6HannumBaHue,

aKKYMYNMpoBaHNE KPYMNHbIX

OEHEMHbBIX CYMM,

C nocneayouemn NoOKynKomn —~

Ba/1lOTbl
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HEOETCKWE UTPbI 2.0: OPOM NMNOHEBOJIE ®

«0 npoTusoaeucTsuu neranusavuu
(oTMbIBAHUIO) AOXOA0B, NONYUCHHDIX

NPECTYNHLIM NYTEM, 115 '@
U GUHAHCUPOBAHUIO TEPPOPUIMAY

N

A / OpraHnsauma NpPoTUBOAENCTBUA «OTMbIBAHNA» OEHEXHbIX CPeACTB, NONYy4YEeHHbIX HE3AaKOHHbIM NYTEM,
S pernaMmeHTupyetca 115-O3 («O npoTtnBoaencTBUnN neranmsaumm (0TMbiBaHWIO) 4OXOO0B,
NONYyYEeHHbIX NPECTYMNHbIM NYTEM, U PUHAHCUPOBAHUIO TEPPOPU3MAN)




% XuLLLeHull NPOUCXO0AUT
AUCTAHLUOHHO

80

| eskerofHo pacrer
_/ RONUYECTBO NPECTYnAcHuUl
. U0b6beM NoXuLeHHbIX CPeacTs
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"REHC #1

(cxema Focycnyru)

JTloaMmnna akTUBHbINA KNMEHT KpynHOro eaepanbHOro 6aHKa, rae MMeeT 3apnnaTHYIO KapTy, HAKONUTENbHbIW CYET,
BKNag \ Apyrme 6aHKOBCKME NPOAYKTHI.

JTtogMuna pewmnna MHBECTUPOBATb coeperkeHnsa B CTPOoSALLEECa XXUNbe, Npeanonaranacb UMpoBas caenka, To ecTb
noanucanne 1Y (porosop monesBoro yvacTtumsa) ¢ nomouwbto YKII (ycnnerHaa kBanndbunumpoBaHHaa 31EKTPOHHAA
NOANWUCB), ABNAIOLWENCH 3NEKTPOHHbIM aHaIoroM pykonucHowm nognucu. ['loka JlroagMuna oxxknpgana «Bbinycka» YKII,
NOCTYNWA 3BOHOK OT «COTPyAHMKa» [focycnyr, CoOO6WMBLLErO, YTO Ha €€ MMA NPULLMIO MMCbMO. 3N10YMbILLNEHHNK
YTOUYHWA, KaKoW cnocob nepegaym nNnnucbMa Hanbonee yoobeH: NocpeacTBOM 31EKTPOHHOM MOYTbl UKW OTMPABKOM Ha
OOMalHW aapec, KOTopbln 6bi1 Ha3BaH MOLWEHHUKOM KOPPEKTHO. JllogMmna, He 3anogo3puMB NoABOXa, NoNpocKna
HanpaBUTb NMCbMO Ha afpPEeC 3NEKTPOHHOM MOYThl (019 YCKOpeHMA npouecca). [nga aToro «cotpyaHukm» [focycnyr
HanpaBWAM Ha ee TenedoH CMC-KoAa M Nnonpocunm ero npoankroeaTtb. Yepe3 10-15 MMHYT, nocne Toro Kak cMc-Kop,
6blN Ha3BaH, *XEHLWMHA pPeLllnna elle pa3 BHUMATENIbHO NPOYNTATb HaNpPaBNeHHOE el coobLlleHne N 0bHapy»xnna,
YTO B €ro coaepaHmm ectb MHPopMauUna o cMeHe naponsa Ha noptane [ocycnyr. [pu nonbiTke 3anTn B cBon J1K
Ha [ocycnyrax oHa yBuaena, Yto goctyn 6bin y>ke 6onee HeBo3MOXKeH. [1pon3oLwna cMeHa napons
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"KREMC #2

(cxema Fake Boss )

CoTpyaHUKY o4HOro 13 By3oB ropoaa Mocksbl B Telegram npuwno coobuieHne
OT PEKTOPa 3TOro By3a O TOM, YTO B OTHOLLIEHNMN 06Pa30BaATENBHOMO yYpexxaeHuns
NPOXOAMT NPOBEPKA CO CTOPOHbI MPAaBOOXPaHUTENbHbIX OPraHoB

B YaCTW pacnpoCTpaHeHNsa NepCcoHaNbHbIX AaHHbIX.

«PeKkTop» NoAcHWA, YTO paHee caM OH y>ke obulanca Ha JaHHYo TeMY U Npeaynpegnn
COTPYAHMKA O TOM, YTO CKOPO NOCTYMNUT 3BOHOK OT npeactasmutena MB/I.

,El,anee, Kak 6bl/10 cCKa3aHo paHee, C COTPYOAHNKOM CBA3a/1ICA NpencraBnUTENb
MPaBoOOXPaHUTENIbHbLIX OPraHOB C COO6LLI,eHl/IeM O TOM, 4YTO OT MEHWN XePTBbI
npoBOoAATCA HE3aAKOHHDbIE C*)MHaHCOBbIe onepaunnn n onNa COXpaHHOCTH c6epe>1<eHV|l71
Ha BpeMA cneacresnAd HeO6XO,£I,l/IMO nepeBectn CBOn ﬂ,eHbI'l/l Ha «CI'IeLI,l/laflebIﬁ» cyHeT
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CambiM NYyWwIUM BAPUAHTOM NPOTUBOACUCTBUS
TAKOMY BUAY MOLLIGHHUYECTBA 6YyAeT 3aBepLucHuUe
KOHTAKTA U CBA3b C PYKOBOAUTENIEM
NOCPEACTBOM FOPOACKOro Uiu MObunbHOro
TenedoHa no cBoell UHULUATUBE
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"REWC #3

(cxeMa MobunbHbIll onepaTop )

i

-
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[1aBny NocTynui 3BOHOK C HEN3BECTHOIoO
MOOMNBbHOro HoMepa. EMy 4acTo 3BOHAT Mo paboynm
BOMPOCaM, MO3TOMY OH OTBETUN.

3BOHAWMK NpeacTaBuUICca COTPYAHUKOM MOBUNBHOIO
onepaTtopa 1 coobuimn, YTo ecn He NPOAINTb CPOK
0EeNCTBMA A0roBopa MoObnNbHOW CBA3U B TOT

e [OeHb, CUM-KapTa NpeKpaTuT paboTy n HoMep
npoaanyT HOBOMY BNagenbLly.

[1aBen yToUHUA, YTO HY>KHO caenaTb Aa9 NPoasIeHNS
norosopa. EMy otBeTMAN, YTO OOrOBOP MOXKHO
NPOA/INTbL «MPAMO CENYAC» B PEXXMME 3BOHKA,
NepcoHaNibHble AaHHble HEe MOTPebyloTCH, TaK Kak
OHW 6bINKM NepegaHbl «paHee Npu ohopMNeHnn
CUM-KapTbl». HoO Korga MowWeHHWKM MONPoCUnmn
NPOANKTOBATb CMC-KO/, KOTOPbIA NOCTYNUT

Ha TenedoH, [laBen npepsan pa3rosop,

TaK KaK y>ke 3HaN 0 NoaobHbIX cxeMax /
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PA3BUTHUE COBbITUM

#1

[NMocTynunBLIee cMc-coobuieHne aKobbI

ONA NPOANEHMNS OOroBOpPa Ha CaMOM aene
byneTt ABnATbCA COpOCOM napond

ona noptana «locycnyrm» (o yem
PacCKa3aHo BblWwe). 3N0YyMbILLNEHHUNKN
MOTYT NONYYUTb MCUHEPMNbIBAIOLLLYIO
NHpopMauuto N9 ganbHENLNX MaxUHaLU NN,
HanpuMmep, oNga opopMNeHNa KpeanToB

B MOO (MUKpohHHaHCOBbLIX OpraHn3aunax)

— _J

#2

«CoTpyaHMKN» onepaTopa Ana NpoaneHus
0oroBopa MoHbMNbHOWM CBA3WM NONPOCAT
BBECTW onpeneneHHyo KoMbuHauuto
undp Ha TenedoHe, YTO NpuBeaEeT

K Nepeagpecaumm BXxoaaumx BbI30BOB

N cMC coobLweHnn Ha MobunbHble
TenegoHbl MOLWWEHHNKOB 1 MOXKET AaTb UM
NONHbIN KapT-6n1aHLW ANa CMeHbl Naponen,
B TOM yncne B 6aHKOBCKUX NPUTOXKEHUAX
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~

3anoMHuTe, ONepaTopbl COTOBOU
CBA13U HUKROrAa He 6YAYT nNpocuThb
NPOAUKTOBATD CMC-KOA U BAluU

NAcnopTHbie AAHHbIC

~

lasaute YTOUHUM gawu

HGCHOPTHHQ paunnbie

Lﬂponuu'ryi'ne CMC-KOR

Mbi gy OTnpasny ¢pmec-
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KEUC #4

(cxema locTaska)
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>KepTBa nonyyvyaetT aHOHMMHYIKO OOCTaBKY UBETOB N1 HEKOIO
nogapkKa, YTO BbI3bIBAET NPUATHOE YAUBJ/TIEHUNE.

Ha cnepytowmin geHb »epTBe NoCTynaeT 3BOHOK

c coobuieHneM oT cny»*Kbbl 4OCTAaBKU, YTO Kypbep

He OTYMTaNCA 3a JaHHYIO AOCTaBKYy YCTaHOBMNEHHbIM 06pa3oMm,
N NpocbboM NPOANKTOBATL «KOA MNOATBEPKAEHNA» O0CTaBKMU
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BasHO HUKOrAA He NPUHUMATD OT KYPbepoB
3aKa3bl, KOTOPbIE He 6binu 0POPMACHBI NUYHO
UNU 0 KOTOPbIX Bbl He YBEAOMCHDI
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REWC #5

(cxema nokynka/npoaaxka Ha ABUTO)

MeHuwmHa n3 MockBbl pelinna caaTb CBOK KBAapTUPY B apeHay.
’ 1na noBbllWEHNA CTOMMOCTM OHa pelunnia ee MebnmpoBaTb U NprobpecTn wkKad
Ha cepBuce «ABuTto». [logobpaB NOHpPaBMBLLMIACA, OHA CBA3anacb C NPO4aBLOM,
norosopunack o ueHe B pa3mepe 10 000 pybnen. OH npeano><kmn em camMomn
3aKa3aTb A0CTaBKY, HanNpaBMB PULLMHIOBYIO CCbINIKY Ha NONYNSPHbIA CEPBUC
«AHpeKc-pgocTaBKar. MeHuWmMHa NpoLwuia No cCbifike (BaXXHO OTMETUTb,
YTO CTpPaHWLA CepBuMCa BbIrnaaena, Kak ee opuruHan), BBena Hy>KHbli agpec
OOCTaBKM M JaHHble cBoen 6aHKOBCKOWM KapTbl 4Na oniaTbl. B 3TOT MOMEHT
C KapTbl MOCKBUYKM Bblna cnncaHa cymma 10000 pybnen, Ho Ha caunTe
npounsowen cboi, n cepBUC NOMPOCKN BBECTU AaHHbIE KapTbl elle pas3
ON9 BO3BpaTa AeHexKHbix cpeacTs. [locne NnoBTOpPHOro BBoAAa AaHHbIX
C ee KapTbl BHOBb OblNa cnrucaHa cymMma B ToM »e pa3mepe 10 000 pybnewn
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&

OcHoBHOe NpocTOEe NpaBuno GuHaHcoBol 6e30nNacHoOCTu

>

HE OTBEYAWTE HA 3BOHKM
C HE3HAROMbIX HOMEPOB
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BO3MOMHOCTH HCKYCCTBEHHOIO
MHTENNERTA B PEANM3ALIMH
MPECTYMHBIX CXEM
A
/ y




HEOETCKWE UTPbI 2.0: OAPOM NMNOHEBOIJIE

CO31AHME NOANENBHOIO BUAEO

Co3paHue gpundenka

MoLUeHHNKN
MCNoNb30Banun
TexHonorum rnybokoro
obyyeHua gna co3paHus
BMOEO, UMUTUPYIOLLLErO
0encTBMA reHepanbHOro
OVNPEKTOPA KOMNAHUN.
OHW cMornu cgenatb Tak
YTOObI BUAEO BbIrNAOENO
o4YeHb NpaBaonoaobHo,
NCNONb3YA OTKPbITbIE
MCTOYHUKMN, TAKMNE KaK
BUAEO03anucun
BbICTYN/1IEHNIN, UHTEPBbLIO
reHepanbHOro

AnpeKTopa

,

C nomoubto
nosly4eHHoro anndenka
MOLLUEHHUKMN CBA3anNCh
C OOHUM 13 hUNManos
3TOW KOMMaHUW,
npeacTaBNAach
reHepanbHbIM
ONPEKTOPOM.

OHU ncnonb3oBanu
BMAeo, 4ytTobbl ybeauTb
COTPYOAHUKOB B TOM,

YTO UM HeobxoanMo
caenaTb CPOYHbIN
nepeBoj cpeacTs

Ha «cneuunanbHbIY cHeT»

BbiMOratenbcreo

B pe3ynbTaTe
MaHUNYNALNINA
MOLWEHHNKOB
COTPYAOHUKN bnnmnana
coenanuv nepeson
3HAYNTENBbHOWN CYyMMbI
OeHer, nonaras,

YTO PYKOBOACTBO
O0ENCTBUTENBHO AAN0
TaKoe yKa3aHue

X6

\

PackpbiTune
MOLWWEeHHNYecTBa

Korpa ctano oyeBngHo,
YTO AEHEe)KHble
cpeacTsa He 6binu
nepeseneHbl No
neranbHbIM MPUYNHAM,
KOMMNaHWA Ha4ana
paccnepoBaHume. B xope
paccnenoBaHua 6b1n0
BbIACHEHO, YTO BMAEOD
66110 hanbLNBbIM,

N 3TO NPUBENO

K OCO3HaHWIO TOro,

KaK TeXHoMormyeckme
HOBLUECTBa MOryT 6bITb
MCNONb30BaHbI

B NPECTYNHbIX Lenax

y




HEOETCKWE UT'PbI 2.0:

OPOT NMOHEBOJIE

NOLAENKA FONOCA
(VOICE SPOOFING)

MPUMEP:

a Co3paHue nogaenku ronoca )

ﬁ PenkoBblN 3BOHOK C Npocbbov 0 noMoLm

\\ "N
)
| /Jb

Q BbimMmoratenbcrtso cpencTts '
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CEOP HHOOPMALMM 0 ROMNAHMH ”\/
/MM YENOBEKE NEPEA B3NOMOM <@

QCoau,aHme danbwmBoro npodcdunna D
QOCVLLI,GCTBTIGHMG MOLWEHHNYECKOro 3anpoca )
Q BbinonHernne nepeBoaa >

m PackpblTe MoweHHNYecTBa )
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OBHAPYWEHME BPEZLOHOCHOI 0 NO.
MALIMHHOE OBYYEHUE ( B

O
NMpaBuna 6e3onacHoCTU ® ©

QO AKTUBMPYMTE MHOTOMAKTOPHY!IO

O O6Hapy>KeHme Mo CUITHaTypaM ayTeHTUMKaALMIO Ha BCEX 3HAUYMMbIX aKKayHTaX,

TaKMX Kak BaHKOBCKMeE npnio>xXeHnad, NopTal

—O T[eHepauuns BPeaoHOCHOMO KOAa «[ocycnyru», nnuHbI kKabuHeT PegepanbHoO

—QO [eHepaumsa aTaku ¢ ncnonb3osaHnem N

—(O @DusunyecKoe pacnpocTpaHeHune

Hanorosow cny»<6bl Poccnn n gpyrue.

—O Wcnonb3oBaHue MeTonoB MW ana agantaumm atak @ 3aKpoiiTe AOCTYA AN NOCTOPOHHUX ANLL
B COUMNaNbHbIX CEeTAX, cnegnte 3a Ll,l/ldeOBbIM
—O Ananus nporpaMMHoro obecnevyeHund cnepnoMm, KOTopbl Bbl OCTaBNSAETE B CETU
NHTepHeT.

O KpuTnyeckn oTHOCUTECH KO BCEMY, YTO BUAUTE
O\ ﬁ MU CnblWnTe

§||IT
1:%
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APONNEPLI/APONbI:

Ceasylolwee 3BeHO NPECTYNHON uenu
doMHaHCOBbIX MOLWEHHUKOB

2 M/IH * BOBNeYECHO B APONMEPCTBO

PoCcudaH 2T0 noyTw B ABa pa3a bonblue,
yem B 2023 rogy

[1na KoTopbix XapaKTepHO
CTPEM/IEHME K NerkomMy 3apaboTKy

& *Mo gaHHbIM pa3nnYHbIx 6aHKOB

6 o % Monoablie nwoau 4o 24 ner

—
APOMbl

370 noacrtaBHblE Nnua, 3aﬂ,eﬁCTBOBaHHbIe B HENElrNaJibHbIX
cXeMax Mo BbiBOAY Cpencts C 6aHKOBCKMX KapT rpa>xxgaH.

CTonT OTMETUTD, YTO Aponbl HE ABNAKOTCA
OopraHmM3atTopamum npeCTynneHMf/ﬁ, HO ABNAKOTCAH
X COYy4aCTHNKaMHN, 3a YTO HECYT NOJIHYIO
OoTBETCTBEHHOCTb nepeg 3aKoOHOM

_ -
. y — )
COYYACTHURU NPECTYNNEHUH

Hponbl ABNAOTCA COy4YaCTHUKAMU NPEeCTynaeHnn,
KOTOpble MOryT 6bITb KNacCcUUUMPOBaHbI MO CTaTbe
174 YK PO. Jlerannsauma (0TMbIBaHWE) AEHEMKHbIX
CpencTB UAn NHOIro MMYLLLECTBA, NPUOBpPETEHHbIX

OPYrMMN NULAMUN NPECTYMNMHbIM NyTeM
mnun no ctatbe 159 YK P®. MoweHHn4ecTBO
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REUC

pumepbl Bep60BKU APONNEPOB

CtyneHT AHapen xodyeT 3apaboTaTh AeHer B cBoboaHoe
oT y4yebbl BpeMms.
Ha canTe no noncky paboTbl eMy nNoaBepHYyachb

3aMaH4ymBaa BakaHcua co cnegyowmmMmy TpeboBaHUAMMU:

6e3 onbiTa paboThbl

YOANEHHO

YyacTUYHaA 3aHATHOCTb

BbICOKMI 3apaboTOK 338 HECKOJ/IbKO 4acoB B AeHb
Bo3pacT 18+

Hanu4yme KapTbl Ntoboro GaHka

-

Te, KTO OTKNMKAETCH Ha NoAobHbIE
BaKaHCWW, MOYTK BCerga CTaHOBATCS
YYaCTHMKAMM MOLUEHHNYECKNX CXEM.
MoLwWeHHVKN NpUAYMbIBAOT pa3iyHble
nereHabl, HanpuMmep, NPeacTaBAAIOTCS
KPYMNHOW KOMMaHMen, 3aH1nMaroLLLencs
NOCTaBKaMy 6ONbLLIOIO KONMYECTBA
ToBapoB 13 Kntasa. C yyeToM KpynHbIX
CYMM MOKYMNOK N NMMUTaMn 6GaHKOB Ha
eXxeMecsaYHble nepeBoabl B KOMMaHUIO
TpebytoTca nogn, KoTopble «0TAaayT»

B apeHAay cBol HaHKOBCKYO KapTy BMecTe
C NNYHBLIM KabMHETOM A9 KOHTPONS
NOCTYN/AEHUA AeHEer OT «K/IMEHTOB»

3a BO3HarpakgeHue
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«RYPHBEP HANUYHOCTU»

I_IepeMeu_LeHme OEHEXHbLIX CpeactTB OT OAHOINO NMnua

nnmn busHeca K APYyromMy C uesbto n3bexkatb TPaaANUNOHHbIX
BaHKOBCKMX METOAO0B NN NP HalTNn4dnmn orpaqueHMﬁ

Ha BbIBOA.

Ob6baBneHue o Takon paboTe pa3MellaeTca TenedOoHHbIMU
MOLUEHHMKAMM, MPU 3TOM ByayLLEMY KyPbepY MOTyT
coobuaTb, 4TO paboTa He CBA3aHA C KPMMKWHANOM

N OH HUYEM HE PUCKYET
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&

PABOTA KYPbLEPO

336npaemM Nochl

[NaeM 70, BbinNNaTa cpa3y

Bca «nousa» AJ1A oe

H Hana no

30MacHOro 3ab0pa

nrOTOBneHa‘.‘.‘.

BAXKHO! U,‘,Oi

cT. 159 YK PO.
Haka3aHue

B 3TOM C/ly4ae
npegycMmaTpuBaeT
nuweHne ceoboapl
BnnoTb ao 10 net
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"REHC

(cxema Owu6ouHbIli nepeson)

Ha Baw cuyeT nocTynaeT nepeBon AeHer oT He3HaKoMOro nuua, ganee
BaM NOCTynaeT 3BOHOK C MHpOPMaLMEN, YTO AeHEXHbIN NnepeBon,
6bln coBepLUeH oWnMbo4YHO, M Npocbbon NepeBecTn AeHbrim obpaTHO.

OpHako B cnyyvae Bo3BpaTa Mo yKa3aHHbIM HE3HAKOMLEM PEKBU3UTAM
Ha CaMOM fene AeHbrY HanpPaBNATCA TPETbEMY NLY YYACTHUKY
NPEeCTYNHOMN CXEMblI.

TaknM obpasoMm, cnyyainHo, Nonasa HaBCTPEYYy YenoBeKy, MOXHO CTaTb
COY4YaCTHUKOM MPECTYNeHUa NO BbIBOAY AeHer

\_

B naHHOM cnyyae
NPaBU/IbHbIM PeLleHNEM
bynoet obpaTnTbCH

B 6aHK U TO/IbKO BMeCTe
Cc 6aHKOBCKUM
COTPYAHWKOM pellaThb
BOMPOC, KaKNM 0bpa3om
OEHbIrM OTNPaBUTb
obpaTHO

®‘
N

\&
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i YEPE3 COLIMANbHBIE CETH

U CAMTbI 3HAKOMCTB

Yepe3 coymanbHble ceTn obpallaeTca He3HaKoMeL, C MpaBaonog0bHoM
nereHOow, HanpuUMep, YTo Yy HEro ecTb POACTBEHHUK 3a FPaHULLEN,
KOTOPOMY CPOYHO HY>XHO OTNpPaBUTb AeHbru, a ero 6aHK Takume
nepeBoAbl HE MPOBOAMUT.

O6bIYHO MOLLUEHHUKMN npennaratoT 31O CAENIaTb 34 H€60}'IbLLIy}O nnarty
B 3aBUCUMOCTU OT CyMMbIl NnpegnosiaraeMoro rnepesoja.

[lanee Ha cyeT »KepTBbl NOCTYNaOT BOPOBAHHbIE AEHbIM, KOTOpble
OHa nepeHanpaBngeT Aasblle, CTaHOBACb TakMM 06pa3oM 3BEHOM
NPEeCTYNHON LLenoYKM
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BOBNEYEHME B AMBEPCHOHHYIO 4 U
NEATENLHOCTD

BAXHO!

Pa6oTa ¢ ya3BuMbIMU rpynnamMm — NpuBnevYeHune nioaen,
NCNbITbIBAOLWKUX PUHAHCOBbIE TPYAHOCTU

N

3a coBeplieHune

AnBepcun Hactynaet
«bopbb6a 3a NnpaBoe Aeno» — 3/10yMbIWNEHHUKN 3aHUMAKTCA NponaraHaow yronosHas
yepes coumanbHble ceTU, obelada ydacTrue B «NpPaBo BONHEY OTBETCTBEHHOCTh

B BMAe nuweHus
cB0o60oAabl Ha CPOK
oT 10 po 20 net

J

OencTBoBaTb NPOTUB «HECNpPaBegNINBOMN CUCTEMDI»

AN

Ob6ecneyenne HAaPKOTUKaMUN — Bep6OBLLl,MKV| aenakwT J'IFO,D,GVI 3aBnCcnMMbiMU
OT HAPKOTUKOB N CKNTOHAKT X K AUNBEPCNOHHbLIM ,D,GVICTBVIHM K

6 MoppbiB noBEPUA K FOCYAAPCTBY — MOLIEHHUKW NPU3bIBaOT

-
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B/IAFOTBOPUTENDBHLIE CEO0PbI
ANg CBO/NPUIOT ANY SKRUBOTHbIX/
HA ONEPALLHIO

L —

MolweHHWKN co3aatoT 6naroTBopuUTENbHbLIN POHA,

HanpuMep, 4N9 NOMOLM CTyAeHTaM BYy30B, NONaBLINM

B CNTOXKHYIO XXM3HEHHYIO CUTYaLMIO, MU Ha CYET 3TOro CO34aHHOrro
doHaa opraHn3saunmn, KOTopbIM HEOHBXOAMMO Neraan3oBaThb
NPecTynHble CpeacTBa, NepevYncnaoT AeHbIM
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(OBMEH RPUNTOBANIOTHI HA PYB/IK

NMPABUNA PABOThI C KPMMTOBAJTIOTOMU

= s DN
Beoute nepenucky vepes
NMHPPACTPYKTYPY P2p naowagKkm BAMHO!
Ba)>kHO NOMHUTD,

@ —~ YTO caMble 6e3onacHbie \!/ éé
CoBepluanTe caenky ¢ akkayHTaMu, cAeNnKn NpoBoaATcs f\\ >
KOTOpble AAaBHO 3aperncTpmpoBaHbI Ha KpUNTOobUpPIKax @

e
Ha NAOoWaaKe N UMEIOT XOPOoLUYIo ‘
penyTauuio <
J U

\_
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— ~

( Idponos NpUHATO pacnpeaenaTb Ha KaTeropun B COOTBETCTBUU C UX AENUCTBUAMNU

[ O6HanbWwuRY ] ( TPAH3UTYURU ] [ 3anuslyuru ] [ YHuBepcansi ]

270 Aponbl, KOTOpPble 2T0 Aponbl, KOTOpble 2T0 Aponbl, KOTOpPble ITOo Aponbl, KOTOpPble
CHUMAaKOT CO CBOGI71 KapTbl nepecbinakoT 6e3HaJ'Il/ILleIM MNONYy4akoT HaJIMYHbIE MOTYT BbIMOJIHATb
NpPecTyrnHble geEHbIn nyTeMm npecrtynHble AeHbrn OEHbIN OT APYIrnxX Aponos, BCE BbllLEYKa3adHHbIE
n nepenarT Nno YKa3aHHbIM MOWEHHNKaM BHOCAT NX HaA CBOKO KapTy ,El,el\/JICTBVIFI
nMx MOWwWeHHNMKaM pPEKBU3NTAM N nepecbinaroT agponam
«“TPAH3UTHYNKaAM»
yan

NC . /
S

Ba>xHO OTMeTUTb, YTO CypOBOCTb HaKa3aHNA HE 3aBUCUT OT TOIO, 3HAJ1 J111 POM O TOM,

YTO OH AenaeTt U HeT. VIMeHHOo B 3TOM 60/bluas ONAacHOCTb: APOMNOM MOHEBOE MOXKET
CTaTb Ka*kObln
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NPABUNA BE3ONACHOCTH!!!

O

He oTknnkanTecb Ha BakaHCUM C NErKNM
3apaboTKoM

[poBepanTe NoTeHUManbHOro paboTogatensa
Ha NpeaMeT HaNn4mna oT3bIBOB B VIHTepHeTe

Hwnkorpga v HUKOMY He OCTaBNAWTE AaHHble CBOEN
6aHKOBCKOW KapTbl, TeM bonee He nepegaBanTe
ee TpeTbMM Nnuam (Bo MHOrnx GaHkax nepenada
KapT TPETbUM NMLUAM 3anpeLleHa)

PerynapHo o6HoBNANTE Napo/n K CBOUM
6aHKOBCKUM MPUNOXKEHUAM, NTMYHOMY KabnHeTy
nopTana «locycnyrm» 1 NpoYmMm UHaAHCOBO
3HAYUMbIM NPUNOXKEHNAM

O

He nepexoaute No cCbikaM U3 HEN3BECTHbIX
MCTOYHNKOB, BO M3b6exKaHne B3/10Ma A40CTyna
K GaHKOBCKOMY IMYHOMY KabuHeTy

Bcerpa nosblwanTe cBoo PUHAHCOBYIO
FPAaMOTHOCTb — YNTaNTE HOBOCTN O HOBbIX
BUOAX MOLLIEHHMYECTBa, Beab
«MpenynpexaeH — 3HaUYUT BOOPYIKEHN

Ecnu Bac nonpocaTt BeEpHYTb CAYYaNHbIN
nepeBoOA AeHer, COBEPLUEHHbIV Ha Balle nMms,
He cornawanTecb Ha 3To, 0bpaTUTECH C 3TUM
BOMPOCOM B Ball 6aHK




— HEOETCKWE UTPbI 2.0: OPOM NMNOHEBOJIE ®

TONbRO THXO!
BCE 06 AHOHUMHOCTH
RPUNTOBANIOT
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BbIBOZ CPEACTB M3 KPUNTOBAMIOTHBIX >

/'\\,/,_\

hud

X

\ /s

=X

N\

Kpnntobupxxka — 310 HoNee cnoxxkHas
CTPYKTYpa, KoTopaa npeanonaraer
perncTpaumto n 4acto HeobxoaMMOCTb NPONTU
npouenypy «3Ha CBOEro KNneHTa».
KntouyeBbIM OTIMYMNEM OT KPUNTOOOMEHHUKOB
ABNAETCA BO3MOXHOCTb TOProBaTb Ha buprke
CBOMMMN aKTMBaAMW, @ HE NPOCTO oOMeHMnBaTb

\_

7/ )

OHNanH KpMNToOOMEHHUK NpeaocTaBnaeT
BO3MOXXHOCTb 6bICTpOro obmMeHa
KPMNTOBANOTHI.

[locTaTouHO BbI6paTh BaNOTY, KOTOPYIO Bbl
XOTUTE NPOoAaThb, U BaNtoTy, KOTOPYIO XOTUTE
KYynUTb.

[Mocne BBOOa CBONX OadHHbIX Bbl NOJIyYaeTe
HY>XHble CpeacTtBa Ha CBOWM KolUuenek

_ ",

AN
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O NMPOIrPAMMBI-BLIMOIATE/ I (RANSOMWARE)

OpHa 13 KpynHenwunx aTak ocyuecresneHa Ha komnaHuto Colonial
Pipeline B 2021 roay. Beimoratenn notpeboBanu onnaty

B 6BUTKOWMHax Ha cyMMy okono 4,4 mnH gonnapos.. [Mony4nBs Bbikyn,

= NPECTYNMNHUKWM NbITa/INCb CKPbITb CBOW CpeNCTBa, pa36m|3a;|
"PECTy “nEH"" TPaH3aKUNN Ha MENTKNE HYaCTun N NepeBOaA UX YePE3 Ppa3/INYHbIE
KPpUMNTOBA/TIIOTHbIE KOWENbKK ONA 3anyTbiBaHNA C1efoB
C RP""TOBA"'OTAM" O KMBEPMPECTYMMEHWSA M B3TOMb

Hanbonee nssecTtHble cnyvan B31IOMa KPUNTOBANOTHbBIX BUPIK:
B3noM Mt. Gox B 2014 roay v B3nom Bitfinex 8 2016 roay,
KOTOpPbIE NPUBENN K OFPOMHbIM NOTEPAM

O MOLLUEHHWMYECTBO

B YNpaBneH1e NOCTYNNAO 06paLiieHne rpaaaHKm «Ms, O HAPKOTOPIoBJ1A4 M MHAA HEJNEIAJIbHAA TOPIOBJI14

[EHeXKHble CPeACTBa KOTOPOWM MOXUTUAN MPECTYNHUKM. B kavectBe nprMepa MOXHO NpuBecT nnatcopmy Hydra,

C MCNONb30BaHMEM OAHOM U3 coLManbHbIX ceTel ¢ «Mb eé peaTenbHOCTb 6blna NpeceveHa B 2022 roay. Hydra

CBA3ANachb AEBYLUKA, KOTOPas!, UCMOb3ys METOAbI KoOHTponumpoana 6bonee 90% He3akoHHOM Toproenn B [lapKHeTe,
COLl,VlaﬂbHOl\/Jl NHXKEHEPUW, y6eﬂ.mna eé |-|p|/|o6pec-|-l/| rge BCe ToBapbl N YCNIYTU, BKTIOYaA HAPKOTUKU, OpYyHKNE 5

KPpUNTOBANOTY N MHBECTUPOBATL eé Ha 6V|p>.Ke «C». B xoge n nopgpnesibHblie AOKYMEHTbI, OMNJ1a4nBa/INCb KPUMTOBAJTIIOTOU

dmHaHcoBoro paccnegosaHuna MPY PocdmHMoOHUTOPUHra

no CKOO yctaHoBWMO, 4TO CaliT 6MpPXKKM Bbin NoaaenKon, O ®UHAHCUPOBAHWE TEPPOPU3MA

a KpMNTOBa/OTA, BIOXKEHHAA NoTeprnesLUeNn, BbiBogMNaCh \/

KpMI‘ITOBaﬂI-OTbI TaKXe NCNoN1b3yoTCA ONA (bVIHaHCVIpOBaHMFI
TEPPOPUCTUNYECKNX Opl'aHl/I3aLl,l/IVI, TaK KaK OHW MO3BOJTAKOT

coBepwaTb aHOHMMHbIE NepeBO bl 6e3 ncnonb3oBaHUA \ ' V4
TPaANUNOHHDbIX 6aHKOBCKUMX CUCTEM

NPECTYNHUKAMUM Ha OAHY U3 U3BECTHbIX KPUNTOOUPIK,
obMeHMBanacb Ha CTaINONKONHbI U B AanbHenLWwem
nepeBoaMnacb Ha aHOHMMHbIE KPUMNTOKOLWEbKMK




HEOETCKWE UTPbI 2.0: OPOM NMNOHEBOJIE ®

lipasuna 6e3onacuocTu

PerynapHo obHoBnanTe
nporpamMMHoe obecnevyeHune

Ncnonb3ynte gByxdpaKTOpPHYO
ayTeHTUdnKaumio

[lo3aboTbTechb O 3alMTe CBOErO
yCTPONCTBa

XpaHuTe pe3epBHblie KONUK
B 6e30MnacHbIX MecTax

He adbmwmnpyinte B nybnmnYHbIx MecTax,
a TaK>Ke B CoUManbHbIX CETAX

n Ha hopyMax Hann4me 6oNbLLIOIO
MKenatenbHO NCNONb30BaTb OTAE/bHOE KONMYeCcTBa KPMNTOBANIOThI
YCTPOMCTBO TONbKO AN8 AO0CTYNa K KoWwenbKam Ha BalIMX KollesbKax

cnonb3yinTte cnoXkHble Naponu




Ofiz{0 MeskayHapoaHaa onuMnuana
g% no ¢puHaHcOBOU 6e30NACHOCTU

STAIlNbl 2025 TOOA

TeMaTnyeckmnin ypok [MpurnacuTenbHbIM 3Tan
?) «PunHaHcoBad 6e30MNacHOCTb» OnuMnmagbl
&!A 1 cbespana — 30 anpens 1-28 cespans
—= =
O (_cbespans ) O
noAroTtoBKu
leTHaa WKoNa OT160pOoUHbIN 3Tan OnnMnuagbl
Nno pMHaHcoBOM 6e30MnacHOCTU 2 TYP 1 TYP
Nonb 9-15 anpenqa 31 mapta— 4 anpens
Q—( wonb ) O O (__anpenb
KBanMdUKaLMOHHBIN STan ®UHANBHbLIA 3UMHAR WKona
OnuMnunagbi STAMN no doHaHcoBOM 6€30MacHOCTH
2-3 cenTabps 28 ceHTabpa — 3 okTa6p4 Hos6pb — aexabpb

Vv

(_centabpy )—@ @—( HOAGPbL ) O




LENA ONAMNUALDI

()
N

[NoBblweHWe obuien
MHOPMALMOHHON,
dbMHaAHCOBOW N NPaBOBOW
FPAaMOTHOCTU MOJTIOAEXKM

DopMnpoBaHme HOBOM hopPMbI
MbILL/IEHMA N HOBOrO (hopmMaTa
neaTenbHOCTH

BbiaBneHune TanaHTNMBbIX
LUKO/TbHUKOB 1 CTYAEHTOB
B 06/1aCcT PUHAHCOBOW
6e3onacHoOCTH

™

()L
AN

\

Co3paHue ycnosui
019 UHAVUBUAYANbHOM
obpa3oBaTebHOM TPaeKTopPUK

CopencrtBre npodheccnmoHanbHON
OpUeHTaUnn LWKONbHUKOB

N CTyOQeHToB ANna hopMMpPOBaHMSA
KagpoBOro pecypca CUCTeMbI
dbmHaHcoBOM 6e30nacHOCTH

—

CtumMynupoBaHune yyebHo-
NO3HaBaTeNbHOW N HAaYy4YHO-
nccnenoBaTeNbCKOM
0eATeNbHOCTU LWKONTbHUKOB
N CTYQEHTOB

Pa3BuTmne Hay4HbIX 3HAHUN
B 06/1acT OMHAHCOBOW
6e3onacHoCTn

o\
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R )

\

OEOEPAJIBHAA CNYXBA
Mno ®MHAHCOBOMY
MOHUTOPUHIY

QA4 MUHUCTEPCTBO HAYKM
%w @ £22 1 BbICLLErO OBPA3OBAHMS
N

NAPTHEPbI

£°%),  MVHWUCTEPCTBO
MPOCBELLIEHMA
POCCUINCKOM
OEOEPALINN

20, POCCHUMCKOWM ®GEOEPALLMM

?) LEHTP 5
\ MEXO/TMUMIMWUAOHOW
mMmminim 2 reenn

=BTBb V,CBEPBAHK T BAHK

MWHWUCTEPCTBO
BHYTPEHHWX OEN
POCCUNCKOM
OEOEPALINU

A Anbda baHk

/




